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1	Decision/action requested
This contribution proposes a new KI for TR 33.819.
2	References
[bookmark: _Hlk524429755][bookmark: _Ref532195784][bookmark: _Ref531871116][1]	3GPP TS 23.501, “System Architecture for the 5G System”, v16.0.2
[bookmark: _Hlk1461933]3	Rationale
[bookmark: _Hlk3888997]Rel-16 TSG SA2 specifications support Non-Public Networks (NPNs) deployed with the assistance of PLMN using Closed Access Groups (CAG) and/or network slicing. These types of NPNs are called “Public network integrated NPNs”.  CAG is proposed as a mechanism to enable the network to prevent UE from trying to access a Network Slice dedicated to an NPN in an area where the UE is not allowed to use the slice ([1] clause 5.30.3). 
This pCR proposes a new key issue related to potential DoS attacks on the UE in the case of Public network integrated NPN. It is requested to SA3 to approve the key issue proposal for the TR 33.819.
4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.819.
							***	BEGIN OF CHANGES	***
6.6.Y	Key Issue #6.Y: DoS attack in Public integrated NPN
6.6.Y.1	Key issue details
TS 23.501[7] and 23.502[6] support Non-Public Networks (NPNs) deployed with the assistance of PLMN using Closed Access Groups (CAG) and/or network slicing. These types of NPNs are called "Public network integrated NPNs".  CAG is proposed as a mechanism to enable the network to prevent UE from trying to access a Network Slice dedicated to an NPN in an area where the UE is not allowed to use the slice ([1] clause 5.30.3). 
More specifically, according to [1] Clause 5.30.3.4, "If the CAG Identifier received from the NG-RAN is not part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE removes that CAG Identifier, if it exists, from its Allowed CAG list".

6.6.Y.2	Security threats				
[bookmark: _GoBack]In the procedure adopted by SA2, the UE updates its Allowed CAG list (i.e., removes a CAD ID entry from the list) in response to a Registration Reject with the appropriate cause code. When such Registration Reject is not protected, an active attacker may attempt to send a Registration Reject message to the UE with the appropriate code causing the UE to remove the CAG ID from its Allowed CAG list. In such scenario, the attacker is able to cause the UE to "permanently forget" a given CAG ID and impede UE service with that CAG ID. In this scenario, the adversary will produce a persistent DoS attack on the UE, preventing it from accessing the network via that particular CAG ID. In the worse case scenario,  an adversary may cause the exhaustion of the UE’s  Allowed CAG list (e.g., by sending one or multiple Registration Reject messages to the UE) potentially resulting in its permanent (i.e., until re-provisioned with a new CAG list) inability to  Register with the network (i.e., if UE is only allowed to access 5GS via CAG cells). 
6.6.Y.3	Potential security requirements
The 5G System shall be able to provide protection against persistent DOS attack caused by unauthorized removal of entries from the UE’s Allowed CAG ID list. 

***	END OF CHANGES	***
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